IIOAITIKH AIEYOYNZH

A 7 4

ol
KYIIPIAKH AHMOKPATIA
YHOYPTFIO EEQTEPIKON

TMHMA HOAYMEPQN IXEZEGN KAI AIEANON OPTANIEMON
Ap. Qux: 24.11.002.003, 04.02.004,001.003.001, 04.02.004.001.003.006, 04.01,006
TrizopmoTono: 22 661881

HXswrp: AvcbOovon: amattheou@mfa.gov.cy
Zovqppsve Syypaga: 5 Mapaprijuote '

u

1

Hﬂ—-» Hivaxog Anodsxrdv (0 svvijupéve Mopaprnpa I)
A

08 Nospppiov 2018 -

@EMA: Enavagopd opepixavikov kyphaewy ke 1o Ipdv

Eni avotépo Béuatog, mAnpogopsiods, 611 omg 05/11/2018 apepikaviKy xePépvnon enavégspe
™ dghtepn dfoun kvpdoswy évovn tov Ipdv, oe covéyeur unbpoong Hpogdpov Trump ong
08/05/18 yw amoydpnon tev Hvouévev ITohrewby and v Topeeovie vie 1o TOPTIVIKO TEROY PG,
wv Ipdv, yvaeri ag Kowé OQloxinpwuive Zyédwo dpdans (JCPOA4), 'n onolo péhioto
KaToyvupeonke opopwve pe FHpoue tov ZA/OHE 2231 (2015). -

YrevbopiZetm, 6t 10 JPCOA mpofhénet, vi6 cvykexpyiéves npobnodéoe, TN} oTadKy| dpon Tav
816Bvév (kon supwmaiidv) kupboeny mov srePAidnoay and o 2006 ko eveetlsv Svavn Tob Ipov
Abyw rg uv&m&ﬂg OV TVPTVIKOD TOV POy PEpLeToS. Tlsproodrepes ninpogopieg og oyfon ps o
wytov wobeotds guvensia tov ‘Imelopmtos 2231 (2018) Sovaviar va aviindobv and T
wrooehides tov Hvopsévav EOvay kot g E.E.:

hitp://www.um.org/en/sc/2231/

hitps: .
ypede22: % TIB%ID% 7D

Qoov 8¢ agopd g ofepwavikés Kupdosg, vmevlopiletar, St otg 07/08/2018, ov HITA
EMOVEQEPUV GE oD TNV TPQRTH SSOUN KVPDHTLMY KOTh TOv Ipéiv pe v onolg aroyopedovy oo
Ipav v sE6yer Propmyavucd, kan, orypotkd Tpoidvra, Vo cuvoAhboosTar onig Sisbveic ayopéc ko var
BLrGryel oToxivTa, QEPORMIVE, KO T0 OIVERAMIKTIKG, TOUE,..

22 %22searchT

522valued622:%622%

H emavagopé tng dedrepng Séopng kopbosev orig 05/11/18 nov eystilovior pe.co JPFCOA Ko m
mapGhinin evicyvot; TOVG, anoteholv, ohupove pe TG Sormpdles g AUsPIKEVIKAC KoBépvnane,
TG SKANPSTEPEG K twoTNPOTSpEg Kupdosy mov erefinnooy néte oto IpGv K oToysdovy Tov
METPEAUTKS Topa (amaydpsoon sayarydy TeTpeioion Ko GUOKOD GEPIOD), TOV YPNMUTOTIGTHTKG
{omoyGpevon XPIUOTOMGTRTIKOV OPYavioudY Ve suveAEcoovIo e woviké Tpomelucd 18 popoTG
ovpneprhapfovopévne g Kevipudic Tpémelog tov Ipéyv) xou Tov vovtioxo. ArgyopebeTat



sTiGTI 1 AOPOXN [VORGTOV YPMHATOOKOVO HIKoY mEPICRopévoy lmicm SWIFT omyv Kovip
TpbmsCo tov Ipbv xon oc cuykexpyéve, wavicd XPTHOTOMOTOTIG Wpopate, kebds kot n Tapoxh
VANPECIOV aOPEAIONGC, GVIBoPEMOTG Ko ovaSoxic (underwriting services).

Z70 MAGIGLO CDTO, TO OUEPIKOVIKG Ynovpyeio Orkovopudy (OFAC) xoroyhpnos otov xodioyo
v Specially Designated Nationals and Blocked Persons (SDN List) neprocdispa und 700
npoowna, ovrotnree, Thole Ku aeponopikés staipsiss, ovpmepihapfavopdvey peyeiov povikdy
pomslv, edayayéov metperaion ken vetiakdy ETnpediv mov cuvdéovimn ke’ owvsfmors
0 pe v xuPépynen tov Ipav. [lpékerton w660 Y0 EReVapOpd Tev Kupdoemy ag Ghovg oot
apmpLfay amd 1ovg KoToAOyous 10 2016 cuvensio Tov JPCOA adhd Kat o mepimov 300 vésg
xutoxopioes. I'a neprogotspsg TAPOYOpiEg oE GyEoT Us Ta otoysopéva mpdowne uropsits vo
ovorpéEsTs oy 1W0T00EABY ™mg OFAC: https://www.treasu;x.gov/resm;rce—

center/&anctiuns/OFAcmEnforcament!?ageﬁ/zolsi.105 RaMmes. aspx

1606 TS ZPACTIG Ta @0¢ Gves SeviEpoyeviv Kuphoseky HILA siver 1 dowmen HEYIOTE THEOE GH0
Ipby o ahhoyh modtucig uéow g owovouig anoubvacic tou. Q¢ ek tovtov, o oyedieoldg
v emPintéony Kvphos@v omookonsl otov OMOKAEIOHO TOV GTOYEDUEVAV RPOGOWOY 1Kot
OVIOTT®Y KoL 66wV MPOCRUBODY VI TOPOKELYOVY TS KUPMOELS PE TO VO covepydlovrar /
Spaompronowbveal peli tove, ané kae otkovopKf) Socornyia ue OKOVOUIKOGS Qopeis atig
HIIA, xo@ds ke tov omoxkeopé tovc omd To FHEPIKAVIKS  YpMHOTOmOTOTIRG  ohoTua,
wpﬁspﬂapﬁuvops’vqg TG XPTONG Tov apepevikod Sodlapion wg guvelhypatudic povédac (i
Vet sbosdapue wyd 1oV ausprovicdy kopdosoy). ‘

Qotéoo n afiwipwmon SwpePoimcs, 6m Hu Swmpfiost meplopopévec  sfuupéoste a0
evBpanioTkos Adyovs (Pummanitarian exemptions), mov opopoly oty mpopidsiw. Tpopipwy,
uYpOTIKGY mOOTOVIOW (agriculture commaodities), pupuikey Kot epikod efomhopot (PA. omg
Frequently Asked Questions (FAQs) mg OFAC v antivimon vr’ o, 637 - oyeticdg abvieauog
nepatifeton kiTmot).

AdYe ebdv TEPLOTACERY KO YO VO wcQalalel o evepyewcos egodacpds, o1 HITA
CUHPAVNTRY V&L TOPETYOVV TPOGHPIVE sEipsct amé Trv ATOYOPEYCT) TROWPEINS tpEVIKDD apyYod
netpedodon o entd ydpee, firor lorovie, Kivo cupnspraaufavouéving g Tatpév, Anuoxpotio
Kopéag (Nomog Kopéa), Ivdio, Earabu, Tteha wm Tovpkio, o omoleg &rovv A8n peuwbost

ONUOVTIKG T15 S100YWYES 1povIKoD ngrpehoion. Fxdyos HIA broc o av Aoy sworyaryds

HUNSEVIOTOV,

T mo cdoxkdnpaouévy exéve, repLocdepes TANpoPopisg O& OYECT HE TNV EMAVOQOPT Ko
gvioyvon TV apspiovicdy kupdosav fvavtl Tov Ipév propsite vo ovTMigeTE omd Tong kited:
cvvliopoue:

hitps://www.treasury.gov/ resource-center/sanctions/Programs/pages/iran ASPX
https://www.treasury.gov/resource-center/fags/Sanctions/Pages/faq iran.aspx#63)  (Frequently

Asked Questions Related to the "Snap-back” of Iranian sanctions in November, 20] 8, Bi. Eporriiorig
256, 417, 630 -~ 645) '



ht"tps:llwww.gtg;tg,gMecmtau[xemaxgﬁgm 8/11/287132 him
https://ywww.state.gov/secretary/remarks/2018/1 1/287090.htm

httpg:/iWWW.state.gov/r/na/prs/pslzm8/11/287095.htm

= 10. Emovvdntovion 3e, Suvo evnpepatikg Eyypapa (AP, IT ko I mow peg eveysipioe 1 86
Auspiavixh HpeoBeia.

Aviispaoy E.E.:

11, Emonuaiveton ko’ opyds o pm deopsvrikée XopoxTipog Tov Kuphosmy HITA, mopé v
sEWESAQIRG 1070 Tove. Qotéoo, svidg g E.E., emxpatel witepn avnovyic o GYECT] UE TIC
devtepoyeveis xvphosc HITA mov Gyeziloviay pe 1o mopvikd apdypoppa tov Ipdv xon wov
dovator Vo SQoppooTody ge Hn-Apspwkovole, Tow Astovpyoby  extdc dwoaodociog HITA
{sEwadupik 10%0). :

12, Zro whoioio owté, ps my eravopopd e mpdmg Séoung GUEPTKOVIKGY Kupdoswy, 11 E.L. éhope
HETPU mpootasing Tov vpumoiicdy OwovopkdY nepaydviov mov sumAbkoviol o vépeg
EmYEIpRNETIKEG Spactpitiiss pe to Ipdv obppwve pe to Alkoo e EE. ke to Powpae
ZA/OHE 2231(2015), érac yue TAPGdEY L TV Etkeiponoiner Mg vouolsoiog Swpdiacng (£
blocking statute)!, s GTOXO TNV Mpostacio Tmv EPPOMATKGOY eTepErdv 0 Tig opvipricds ovvEnge
amoqoorng HITA. o

" 13. T Sigukéhovon  emovvimteto svnuepotd  Evypago (AP, VI) ue Gheg g oypTIké
TIMPOYopiss o ™ vopolssio Bwpdxions, o1 onoieg avikidnkey ond v wroceAide g E.E.
Znpedvetal 8g, 6T AGy® tov 6t 1 vopoBeaio Bwpdkiong suninzs oo nedio EQUPHOYTNG TNG KOWRAC

SUTOPIKAC TOMTUKYG (Vopucés Bhosic apdpa 64, 207 koy 352 ™G Zoverxng vt Asrwovpyia ™g
E.E), n spappootén apyh Bsmpsicar o Yroupyeio Europlov.

14. Avopépeton, téhog, 6t AMyo mprv ™y srienun emBorn g Sedrepng déoune xopdhoeov oric
~»  05/11/18, zpomyfifmxs Kowf Avaxoiviron (smovvimTetat o¢ IAP. V) s Yrotng Exrposdnon
o1 Avttmpotdpov Evp. Enttponiic (YA/AE) xog Mogherini xon toov Yrovpydw Eéatepicdv e
Taddiog, eppeviog kor Hvauévou Baotieion (E3), n omolo, petalh dihow, kive Mo e fvaptn
suinriceav yu t dnbvpyio svég Edikod Mnyovicpob (Special Purpose Vehicle), pe oxond v
wpUAasn xon Srtiprion CAOTEASOUGTIKAV XPIIUTOOUOVOIKAY KavEMdY ue o Ipav, o 11
VVERION TV EERYQYDHY 1pEvIKOD TETPEARIOD Kot PUOTKOD BEpion.

To avatépo yie v EVI|LEPOTT ooc.

eMich MarBaion |
Tt Tevied Awzofovef

!

! Kavoviouds (EK) om. 2271/96 rov Zopfovdiov, g 22% NosuPpiov 1996, na mv mpootacic and TG CUVERSISC NG
EE0EBAMKNG SprpROTHS oMTubviy VOV, :




ILAPAPTHMA I - THINAKAZ Anodexcdv

- Feviré Ewoayyshéa tg Anpoxpariag
(Upoictapevn MOKAY, Hpotarduevy Touta Axaion EE)

- AwouenT Ke\'rtpucr’]g Tpémslog e Kénpov

- F'A Yrovpyeiov Oikovopkay ,

(died Tuipasog Tedevetor, dievBivepre Ymmpsolag EAéyyov Aepaligundv Eraapgichv, Afvew Tufjuaroc
Xonpomoddmong ke Enevébasov, A/vng Turjuaros Gopoloyiag) :

- s Yrovpyeion Eswtepuchv
(drvo; Tupuares Ktnuerodoyion ket Xwpopetplog, A/ved Tufiuomoc Apyetov ITinBoouot xa Mizavéorsvong)

- TA Yrovpysion Apovoc
- T'A Yrovpyeiov Awaiootvig xat Anpdowng TéEng

- TA Ymovpysiov Metagopdv, Entkowerdy Kot Epyov
(drvof Hodimkhs Asporopiog)

- A ¥movpysiov Bvépyeia, Epnopion, Bropnyovies o Tovprouotd

(Egopo Ereaparcdv xor Entonuo Hapadsmm, AisoBivipre Yanpeoiae Eumoplov, dfvo Ymperiag Fvépyeac,
Hpoiorayeve KMidov Adstbv Exvavarydv / Eloyervdiv) _

~ Av. Tevié Awcvbovth ¥ pumoupysiov Novwthiag

- Apxnyd Actovopiag (AEE & A4Z)

- Avoreh) KYTT

- LA Apyig Mpévary Kibmpov

- Ilp6edpo Emiponf; Kepalawryops Kimpou

- EUROGATE CONTAINER TERMINAL LIMASSOL LTD (Ap. Dok&: 25 577434)
- DP WORLD LIMASSOL LTD (Ap. DoZ: 25 661314)

- P & O MARITIME CYPRUS LTD.(Email: Hm. meitland@porraritime.com)
Kowonoinon (yia svppspwarn): |

- pbedpo Muyconpron Awnyopikod ZvAiéyou

- Hpéedpo Tuvdéopou Eykekptuévov Aovicthy

- liptedpo Kumtpakot Opyoviopod Ipocthkwens Engvibozav (CIPA)

- Ilpoedpo Epnopikos xun Blopnyovires Emusinmpiov

- Ipéedpo TuvBéouov Aceahonikdv Etopady Kinpoo
- T'sviké Awvbuveri Opoonovlog EpyoSotdv kot Buopnydvey

-AAs — TEN Byt g
-T'Y, ITTA, IoAreixé Awvthova), Afvii A, EA

~A8TTea aln 9903 | g
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g;g' I Officials

(U) Senior officials of the Central Bank of Iran (CBI) conduct fransactions for the
benefit of the Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF), Lebanese
Hizballah, and other terrorist groups by using regional financial institutions to conceal the
illicit nature of these transactions. Financial ipstitutions should be aware that some
counterpaity {inancial institutions may not be equipped to identify CBI officials’
deceptive transactions, which include the use of personal bank accounts,

= (U) For example, on May 15, 2018, the Office of Fofeign Assets Control (OFACQ)
designated then~CBI Governor Valiollah Seif and the assistant director of the
CBI’s International Department Ali Tarzali for conducting transactions through
Iraq’s banking sector for the IRGC-QF and Lebanese Hizballah, |

Exchange Hoyses

(U) Financial institutions are advised to exercise apptopriate due diligence when dealing
with transactions involving exchange houses that may have exposure to Iran or Iranian
persons. The Iranjan regime uses exchange houses to facilitate malign activity—
Including by couriering cash to third-country exchange houscs, using the exchange
houses to convert it to vatious currencies, and delivering these currencies to the IRGC-
QF and jts proxies to funds their operations worldwide. These practices also include
third-countty exchange houses or trading companies acting as money transmitters in
processing funds transfers through the U.8. to third-country beneficiaries, in support of

- uwatithorized Tranian business. ' Given Itan’s hieavy reliance on exchange houses to evade -

sanctions during previous periods of heightened sanctions pressure, Jran will likely
increase the use of this evasive practice as sanctions previously lifted under the JCPOA
are re-imposed. :

— (U) For example, on May 10, 2018, the United States and the United Arab
Emirates jointly disrupted an extensive network of currency exchange houses in
Iran and the UAE, with OFAC designating individuals and entities that converted
other currency to U.S. dollar-denominated bulk cash for the benefit of the IRGC-
QF by using front companies and other deceptive practices to hide the illicit
nature of the scheme,.

Procurement

(U) Iran’s procuremnent networks use front and shell companies around the world to
obtain goods and services in evasion of sanctions and in furtherance of ballistic missile
proliferation, currency counterfeiting, and other destabilizing activities.

~ (U} For example, in February 2017, OFAC designated individuals and entities in
the Abdoliah Asgharzadeh network for using Chipa-based brokers to obfuscate




the nature of transactions to make dual-use and other goods available for Iran’s
ballistic missile programs.

~  (U) For example, in November 2017, OFAC designated certain individuals and
entities for using Germany-based front companies to deceive European suppliers,
circumvent European export restrictions, and procure advanced machinery and
hecessary raw matetials, which enabled the network to print counterfeit Yemeng
bank notes fox the IRGC-QF,

Commercial dviation Industry & Mahan Air
*  (U) Designated Iranian airlines and their agents and affiliates use front compenies in
deceptive schemes to procure aviation-related materials in violation of
sanctions. Financial institutions are advised to exercise appropriate due diligence given
that they may be subject to sanctions for knowingly conducting transactions for or with
certain Iran-related persons or entities (such as Mhan Air).

* (U) Specifically, Mahan Air has for many years transferred weapons, funds, and people
for the IRGC-QF and provided support to the Syrian Assad regime and Lebanese
Hizballah. To do so, its agents and affiliates have moved payments through front
compantes and financial institutions thwoughout the U.S,, Europe, and Asia, and other
courfries in evasion of sanctions. On May 24, 2018, for example, OFAC designated 8
network of Turkish front companies that procured U.S.-origin, expori-controlled parts for
Mahan Air via Istanbul. Further, on July 9, 2018, OFAC designated a Malaysia-based
general sales agent that provided Mahan with reservation and ticketing services. This
aetion underscored for the aviation community the sanctions risk of maintaining

- commercial relationships with Maban Air and other designated Iranian airlines.

Shipping Companies

®  (U) Iran has also used deceptive shipping practices to access the financial system for
illicit purposes and will likely increase its reliance on methods of sanctions evasion
involving shipping companies as sanctions lifted under the JCPOA are re-
imposed. Specifically, these methiods to obfuscate illicit transactions include use of
falsified documents, such as bills of lading, shipping invoices, and vessel registration;
reflagging of vessels to hide origin and purpose; third parties, such as brokers and trading
companies, as well as front companies or individnals acting on behalf of newly-
designated persons. Financial institufions may find maritime databases and reports
helpful when verifying trade-related documents.

- Precious Metals

*  (U) Iran has previously uscd trade in precious metals such as gold to facilitate the sale of
Iranian oil and other goods abroad, obfugcate the rea] beneficiaries of these proceeds, and
fund the regime’s malign activities via financial systems worldwide, Financial
institutions should be aware of these sanctions evasion schemes.




Yirtual Currency
* - (U)Inlight of the fact that Tran has already transacted at least $3.8 million-worth of

bitcoin yearly since 2013, institutions should conduct due diligence with the recognition
that virtual currency is an emerging payments system with potential avenues for sanctions ,
evasion. Activity of virtual clurency exchanges may involve wire transactions from
several disparate accounts or locations cornbined with transfer ¢ or from virtual currency
exchanges. As relevant to foreign financia] institutions” understanding of their 1.8,
cotrespondents obligations, U.S. persons are subject to compliance obligations

regardless of whether a transaction is denominated in virtual currency.

Hindings of the Fingncial Action Task Force (FA TF)

*  (U)In June 2018, the FATF publicly noted Yran’s failure to implement a previously
agreed-upon action plan to address its AML/CFT defiviencies and reiterated its concern
with the terrorist financing risk emanating from Iran to the international financial
system. Specifically, as the FATF has stated publicly, Iran still lacks an adequate and
enforceable customer due diligence regime. Given the ongoing deficiencies in their
AML/CFT regime that even recent legislation has failed to address, the FATF urges all
jurisdictions to continue to advise their financial institutions to apply enbanced due
diligence to business rolationships and transactions with natural and legal persons from
Iran, ,

Red Flags

-7 e (1) The advisory describes 21 red flags that may assist financial institutions in
identifying the methods by which the Iranizn regime tries to exploit the international
financial system,. These include:

—  Unnsual wire transfers, such as those involving the CBI unrelated to traditional
central bank activity;

—  Use of multiple exchange houses, incurring atypical and unecessary costs;

—  Maultiple depositors that do not appear to match an account holder’s profile,
particularly involving exchange houses; '

~  Shell or front companies—which may originate with or be directed to shell
corporations, general “wrading companies;” or companies with a nexus to Jrane
for use in procurement networks ;

~ Unrelated business, including ttansactions that do not comport with CDD, used in
connection with procurement networks ; '

—  Misrepresentation of sanctions to suppliers, dealers, brokets, re-insurers, and
other intermediaries, as well as false claims without supporting documentation
that OFAC licenses have heen obtained, in particular illicitly to procure aircraft
parts;

= Inconsistent documentation for vesseis using key ports, including omissions in
shipping documents of docking in Iranian poxts, as potentially indicated otherwise
by maritime database entries;




— Lack of information regarding origin of funds, including wire fransfers or
deposits involving Ching, Hong Kong, Iraq, Rnssia, Turkey, the UAE, and other
jurisdictions with higher risk of dealing with entities linked to Iran;

~  Logins from Iranian internet protocol addresses or with Iranian email to transact
virtual curtencies, as well as other technical details indicating a nexus to Iran,

Sngp-Back of U.S. Sanctions

* (U) The advisory also reminds financial institutions of the snap-back of U.S. sapctions
on Iran as a result of the United States’ departure from the JCPOA. These measures
consist of: '

~ (U) Sanctions that were re-imposed after the 90-day wind-down period, which
ended on August 6, 2018: '
i. Banctions on the purchase or acquisition of 1.8,
dollar banknotes by the Government of lean;
ii. Sanctions on fran's trade in gold or precious
metals;

iii. Sanctions on the direct or indirect sale, supply, or
transfer to ot from Iran of graphite, raw, or semi-finished metals such as
aluminum and steel, coal, and software for integrating industrial
processes;

iv.  Sanctions on significant transactions related to the
purchase or sale of Iranian rials, or the maintenance of significant funds or
accounts outside the territory of Iran denominated in the Tramian xial;

7y, Sanctions on the purchsse, subscription to; or - - - -
facilitation of the issuance of Iranian sovereign debt; and
' vi. Sanctions on Tran's automotive sector.

= (U) The revocation of specific licenses issued under the Statement of Licensing
Policy for Activities Related to the Export or Re-export to Iran of Commercial
Passenger dircraft and Related Parts and Services (JCPOA SLP).

— (U) The U.S government has amended and/or revoked the following JCPOA-
related authorizations under U.S. primary sanctions regarding Iran:
L. OFAC amended the Iranian Transactions and
Sanctions Regulations (ITSR) to narrow the scope of the general licenses
at 31 C.E.R part 560.534 and 560.535 to authotize the wind down, through
August 6,-2018, of the importation into the United States of Iranian-origin
carpets and foodstuffs and certain related financial transactions,

. OFAC revoked General License I and issued a
wind-down general lcense that authorized, through August 6, 201 8, the
wind down of activities relating to contingent contracts for activities
eligible for anthorization under the JCPOA SLP that were previously
authorized pursuant to General License I,




iii.  OFAC has revoked Genersl License H and issued a
wind-down general license that suthatizes, through November 4, 2018, the
wind down of activities involving U.S.-owned or —controlled foreign
entities and the Government of Iran or persons subject to the jurisdiction
of the Government of Tran that were yreviously authorized pursuant to
General License H. '

(U) Sanctions to be re-imposed after the 180-day wind-down period ending on
November 4, 2018:

i Sanctions on Iran's poit operators, and shipping and
shipbuilding sectors, including on the Islamic Republic of Tran Shipping
Lines (IRISL ), South Shipping Line Iran, or their affiliates;

iil.  Sanctions on petroleam-related transactions with,
among others, the National Iranian Ojl Company (NFOC), Naftiran
Intertrade Company (NICO), and National Irariian Tanker Company
(NITC), including the purchase of petroleumn, petroleu produets, or
petrochemical products from Iran;

fii.  Sanctions on transactions by foreign financial
ingtitutions with the Central Bank of Iran and designated Tranian financial
institutions under Section 1245 of the National Defense Authorization Act
for Fiscal Year 2012 (NDAA);

iv.  Sanctions on the provision of specialized financial

- - messaging services to the Central Bank of Iran and Iranian financial

institutions described in Section 104(c)(2XE)(D) of the Comprehensive

Iran Sanctions and Divestment Act of 2010 (CISADA);

' V.o Sanctions on the provision of underwriting services, -
insurance, or reinsurance; and
vi.  Sanctions on Iran’s energy sector,

(U) Furthermors, no later than November 5, 2018, the U.S. government will re-
ixupose, as appropriate, the sanctions that applied to persons removed from the
List of Specially Designated Nationals and Blocked Persons (SDN List) and/or
other lists maintained by the U.S. government on Januvary 16, 2016,



FInCEN ADVISORY

FIN-2018-A006 | _ October 11, 2018

Advisory on the Iranian Regime'’s Illicit and Malign
Activities and Attempts to Exploit the Financial System

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to help U1.8. financial
mstitutions (particularly banks; money services businesses (MSBs), such as virtual CurTency
administrators and exchangers; and dealers in precious metals, stones, and jewels) better detect
potentially illicit transactions related to the Islamic Republic

of Iran (fran}. This advisory will also help foreign financial
institutions better understand the obligations of their 1.5,
correspondents, avoid exposure to U.S. sanctions, and address
the Anti-Money Laundering/Combating the Financing of

Terrorism (AML/CFT) risks that Iranian activity poses to the
international financial system.?

The Iranian regime has long used front and shell companies to
exploit financial systems around the world to generéte revenues
and transfer funds in support of malign conduct, which includes
Support to terrorist groups, ballistic missile development,
human rights abuses, support to the Syrian regime, and other
destabilizing actions targeted by U.S. sanctions.

This advisory highlights the Iranian regime’s exploitation of financial instinitions worldwide, and
describes a number of typologies used by the regime to illicitly access the international financial
system and obscure and further its malign activity. It also provides red flags that may assist
financial institutions in identifying these methods.? Additionally, this advisory is intended to
assist financial institutions in light of the United States’ withdrawal from the Joint Comprehensive
Plan of Action (JCPOA) and the re-imposition of U.S, sanctions previously lifted under the JCPOA
following the 90~ and 180-day wind-down periods for certain activities, while also reminding
financial institutions of regulatury obligations under the Bank Secrecy Act (BSA) and the
Comprehensive Jran Sanctions, Accountability, and Divestment Act of 2010 (CISADA) 2

L

1. For general information on 1.5, sanctions on fran, see the “1J.S, Sanctions” section on p.15 of this advisory.

2. While this advisory addresses 11.S. sanctions that prohibit U.8. pexsons and U.S.-owned or -controlled foreign entities
from engaging in transactions involving fran, imcluding persons "ordinarily resident” in Iran, financial institutions
should not take this to mean that all transactions involving Iran, Iranian citizens, or persons with connections to Iran
are suspicious or prohibited, Institutions should instead xegard an Iranian nexus and the typologies listed in this
advisory as factors to consider when Assessing whether any specific transaction, or activity has an illicit nexus or is
otherwise prohibited. ‘




FINCEN ADVISORY

Iran’s Abuse of the International Financial System

Some of the methods used by the Iranian regime to access the financial system through covert
means and to further its malign activities include misusing banks and exchange houses, operating
procurement networks that utilize front or shell companies, exploiting commercial shipping, and
masking illicit transactions using senior officials, including those at the Central Bank of Iran (CBI).
Iran also has a history of using precious metals to evade sanctions and gain access to the financial
system and may seek to use virtual currencies in the future. Often, these efforts serve to fund the
regime’s nefarious activities, including providing funds to the Islamic Revolutionary Guard Corps
(IRGC) and its Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF), as well to Lebanese
Hizballah, Hamas, and other terrorist groups,

The lranian Regime’s Use of CBI Officials and Exchange Houses to
Facilitate Malign Activity

Use of CBI Officials

Serior officials of the CBI have played a critical role in enabling illicit networks, using their official
capacity to procure hard currency and conduct transactions for the benefit of the IRGC-QF and its
terrorist proxy group, Lebanese Hizballah.é The CBI has also been complicit in these activities.

On May 15, 2018, the Office of Foreign Assets Control (OFAC) designated then-CBI Governor
Valiollah Seif and the assistant director of the CBI's International Department, Ali Tarzali,
adding them to OFAC’s List of Spedially Designated Nationals and Blocked Persons (SDN List)
for conducting transactions through Irag’s banking sector for the benefit of the IRGC-QF and
Lebanese Hizballah, which has acted as a proxy for the IRGC-QF.5 Specifically, Valiollah Seif
conspired with the IRGC-QF to move millions of dollars, in a variety of currencies, through
the international financial system to allow the IRGC-QF to fund its activities abroad. Seif also

- supported the transfer of IRGC-QF-associated funds to al-Bilad Islamic Bank, an Irag-based bank
that was also designated by OFAC. Ali Tarzali worked with Lebanese Hizballah and proposed
that the terrorist group send funds through al-Bilad Islamic Bank. On May 15, 2018, QFAC
also designated the Chairman and Chief Executive of al-Bilad Islamic Bank, who acted as an
intermediary to enable and conceal these fransactions.®

Financial institutions should be aware that the U.S, Department of the Treasury has repeatedly
observed CBI officials and the IRCC-QF using regional financial institutions as intermediaries to
conceal illicit transactions. In exercising appropriate due diligence, financial institutions should be

4. See htina/thome reasun ol Ews/prege-reieasps/smnigs. In addition, on 13, 2018 and May 17, 2018,
OFAC issued new designations relating to the Central Bank of Iran and its senior officials.

5. See hitps://home treagury,.govinews/y ress-releasas/smO3R3, '
6. See ﬂﬁﬁﬁiﬁﬁ&m&wﬂ@m@m@rmamﬁmﬁmﬁAmm forcement/Paees/201 80515.a5px and
avindsx, Walpress-releames/s 5
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LR

aware that some counterparty financial institutions may not be equipped to identify or address CEJ
officials’ deceptive transactions.” IRGC-QF front companies are known to retrieve funds—some of

which are generated by the sale of Iranian oil—in various currencies from foreign bank accounts
held by the CBI and then transfer the funds back to Iran.

Use of Exchange Houses

Financial institutions are also advised to exercise appropriate due diligence when dealing with
transactions involving exchange houses that may have exposure to Iran or Irandan persons, given
that the Iranian regime, senior CBI officials, and the CBI have used such entities to conceal the
origin of funds and procure foreign currency for the IRGC-QF.

For example, on May 10, 2018, the United States, in a joint action with the United Arab Emirates
{UAE), disrupted an extensive currency exchange network in Iran and the UAE. The network
procured and then transferred millions of U.S. dollar-denominated bulk cash through the UAE

to the IRGC-QF. As part of this joint action, OFAC designated six individuals and three entities,
including Jahan Aras Kish, the Joint I’armership of Mohammadreza Khedmatl and Associates,
and the Rashed Exchange.® The CBI was complicit in the IRGC-QF’s scheme, actively supported
this network’s curreney conversion, and enabled it to access funds that it held in its foreign bank
accounts. To mask ties to Iran and particularly to the IRGC-QF, this network of cash couriers
and currency exchangers established the three now-designated front companies, At least one

of these companies, the Rashed Exchange, advertised its currency exchange and international
money transfer business all over the world on its website and through social media in an effort

fo portray its activities as legitimate, while in reality its management was using the company to
facilitate the transfers for the IRGC-QF. Khedmati, the managing director of Rashed Exchange, also
worked with the IRGC-QF to forge documents to conceal their illicit financial activities from UAE
authorities. Using these front companies, these individuals and entifies. procured and transferred
millions in U.8. doltar-denominated bulk cash to the IRGC-QF to fund its malign activities and
regional proxy groups.? ‘

The diagram below depicts this type of exchange house»related scheme:

B 4 i
.3 i e et . G bl s iy il "' 1t E.‘.i‘}
CBUin fran Courtess Daiiver Cumency gl dars | Exchongs Houses gk 5. oo
Authorizes o Exchonge Houses Create Forged  Convert Currency Delivernd io
Relecse of Cutsicte of lran Dacuments to 143, Dollars IRGC-GF gnd
urency to 115 Proxies

Courlers

7. See
8. bid.
9. See hitps: home
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As financial institutions are aware, during previous periods of heightened sanctions pressure,
Iran relied heavily on third-country exchange houses and trading companies to move funds to
evade sanctions.® As the sanctions on Ixan that were lifted under the JCPOA are coming back into
effect, Iranian financial institutions can be expected to increase the use of these or other evasive
practices. These practices indude the use of third-country exchange houses or trading companies
to act as money transmitters in processing funds transfers through the United States to third-
country beneficiaries, in support of business with Iran that is not exempt or otherwise authorized
by OFAC. These third-country exchange houses or trading companies frequently lack their own
U.5. dollar accounts and instead rely on the correspondent accounts of their regional banks to
access the U.S, financial system. Often these entities are located in jurisdictions congidered high
risk for transactions implicating OFAC sanctions, and they appear to process primarily commercial
transactions rather than personal remittances, which are authorized by OFAC.

OFAC's January 10, 2013 advisory identified the following evasive practices used by such third-
country exchange houses or trading companies: omission of references to Iranian addresses,
omission of names of Irardan persons or entities in the originator or beneficiary fields, and
transmission of funds without referencing the involvement of Iran or the designated persons.!

Financial institutions should be aware when monitoring payments involving third-country exchange
houses or trading companies that, as informed by such firms’ risk profile, a financial institution

may be processing commercial transactions related to Iran or Tranian persons. As appropriate,
financial institutions should consider (1) requesting additional information from corresponderits

on the nature of such transactions and the parties involved; (2) while monitoring these payments,
conducting account and transaction reviews for individual exchange houses or trading companies
that have repeatedly violated or attemipted to violate U.8. sanctions against Irany and (3) contacting
their correspondents that maintain accounts for, or facilitate transactions on behalf of, third-country
exchange houses or trading companies that engage in ore of the above-referenced examples in order
to request additional information and to alert them to the use of these practices.

10, Thixd-country exchange houses are financial institations Ncensed to deal in foreign exchange and transmit funds on
behalf of individuals and companies. Trading companies are entities that are not lcensed to transmit funds, but in
practice operate a3 exchange houses and rely upon their bank accounts to transmit funds on behalf of third parties.
See tips: reasury.govive -Canforfaanciion 2D amenis/ 20130318 iran, advisory exchaps

LY AL l’ &

11. In 2013, OFAC issued an advisory that highlighted some of the practices used at that time to citcwmvent U.S. and
mtermational economic sanctions concerning Jran, induding relying heavily on third-country exchange houses
and trading companies to move funds. See fitpe: W.treasury.goviesource-ce anctions ams/
B! t5/20130110 j is hay 2,pdt. Neither the 2013 OFAC advisory nor this advisory are
intended (o suggest that U.3. financial institutions close accounts they hold for third-country exchange hotses and/
or trading companjes. Additionally, neither advisoty should be interpreted as a signal that third-country exchange
houses and/or trading companies are necessarily facilitating illicit finance,
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Iran’s Use of Procurement Networks

Malign Iran-related actors use front and shell companies® around the world to procure technology
and services that allow them to evade sanctions and continue their destabilizing behaviors,
Through these procurement networks, Iran has gained goods and services related to currency
counterfeiting, dual-use equipment, and the commercial aviation industry. As part of a risk-based
approach, finandial institutions should familiarize themselves with these deceptive practices and
take steps to avoid direct or indirect facilitation of them. :

Printing Equipment and Materials for Counterfeiting Currency

In November 2017, DEAC designated two individuals, Reza Heidari and Mahmoud Seif, and

four entities, Pardazesh lasvir Rayan Co., ForEnt Technik GmbH (0, Printing Trade Center
GmbH, and Tejarat Almas Mobin Holding, for their tespective roles assisting the IRGC-QF to
counterfeit currency, This network used two German-based front companies to decejve European
suppliers, circumvent European export restrictions, and surreptitiously procure advanced printing
machinery, security printing machinery, and raw materials such as watermarked paper and
specialty indks. The network used these itemg to print counterfeit Yemeni bank notes for the IRGC-
QF, Mahmoud Seif wag previously involved with the procurement of weapons for the IRGC-QF .13

Dual-Use Equipment Procurement for Ballistic Missile Profiferation

In February 2017, OFAC designated multiple individuals and entities that are part of the Abdollah
Asgharzadeh network for the procurement of dual-use and other goods on behalf of organizations
involved in Iran’s ballistic missile programs. This network coordinated procurement through
intermediary companies that obfuscated the final recipient of the goods. Asgharzadeh and his
associates relied on a network of trusted China-based brokers and their companies to assist his
procurement of dual-use and other goods ¢ '

12, Shell companies are typically non-publicly traded eorporations or limited hability companies (LLCs) that haveno -
physical presence beyond a mailing address and generate little to no independent econamic value. See FinCEN
Guidance FIN-2006-G014 “Patential M PRy Laundering Risks Related to Shelt Companies” (November 2006} and
SAR Activity Review: Issue 1 (October 2000), lssue 2 (June 2000), and Izsue 7 {August 2004).

13. See hitpsi/iwww Sreasurv.gov/press-nenter/press-raleasas Pages/sm2i9, .

14. ORAC also designated MKS International, a UAE-based company that used multiple front companies in order fo
citcumvent export laws and sanctions to procuze technology and/or materials to support Iran's ballistic missile
program, as well as for acting for or on behalf of, or providing support to, Iran’s IRGC-QF. See bitpa://wwrw treasury.
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Commercial Aviation Industry

Designated Iranian airlines and their agents and affiliates have used deceptive schemes to procure
aviation-related materials using front companies. Treasury has issued numerous rounds of
sanctions related to efforts by designated Iranian airlines to evade sanctions via the use of front or
shell companies.’ ' '

Fmancial institutions providing services to the commercial aviation industry should be awage of
prior actions by designated Iranian airlines to evade sanctions, and they are advised to exercise
appropriate due diligence to ensure compliance with legal requirements, Foreign financial
institutions are reminded that they may be subject to sanctions for knowingly conducting
significant transactions for or with certain Iran-related persons® (such as Mahan Air, Caspian Air,
Dena Airways, Meraj Air, Pouya Air, Al-Naser Wings Airlines, Syrian Air, Khors Aircompany,
Dart Airlines, and UM Air), including prohibitions or strict conditions o, their ability to open

Or maintain correspondent or payable-through accounts in the United States, Non-U.5. persons,
including foreign financial institutions, may also be subject to designation and listing on the SDN
List for, e.g., providing material support to designated Iranian airlines.

15. For example, front companies or other companies that have been designated by ORAC for assisting designatad
Iranian airtine Mahan Air in procuring aircraft and related parts and services include Blue Sky Aviation Co FZE;
Pioneer Logistics; Asian Aviation Logistics; Avia Trust FZE; Grandeur General Tradinig FZE ; Aviation Capital
Solutions; Aircraft, Avionics, Patts & Support Ltd.; and HSI Trading FZE. For OFAC press releases related to Mahan

Alr sanctions see Qctober 12, 2011 September 19, 2012, May 31,2832, February 6, 2014 August 29, 2074 N :
March 24, 2016; Saptember 14, 2017 Qcioher 16, 2017; May 24. 2018; and July 9, 5018 a¢

VnswWs/press-re

16. These Iran-related persons inciude: (1) Iranian persons on the SDN Listy (2) the IRGC and its designated agents or
affiliates; and (3) ary other person on the SDN List designated in connection with Iran’s proliferation of weapons of
mass destruction or their means of delivery or Iran’s support for international terrorism,

17. See httys:/fwry ALY 20V / Dress-rentoy sisreteates/ParanAI0618 ooy, ) EBSUEY. OOV /prasa-conter/
| vs y ; ;e : . T/ ; Q
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Iran-Related Shipping Companies’ Access to the Financial System

During previous periods of heightened sanctions pressure, Treasury identified franian or Iran-related
companies using deceptive shipping practices to evade 1S, sanctions. As detailed in previous OFAC
advigories and designation actions, thesa practices inchude: the use of falsified documents,? the
reflagging of vessels 2 and the involvement of third Parties, such as brokers and trading companies,
to mask the underlying payments and business activity with Iran.”® For examaple, in the pre-JCPOA
period, Treasury identified shipping companies around the world that falsified documents to hide
ships docking in Iranian ports and the accompanying trade-related payments. In addition, in the
past, as the United States has added entities or individuals to OFAC’s SDN List, there have been
instances where a vesgel’s ownership or operation was transferred from a newly-designated person to
a front company or other person acting for or on behalf of the designated person.?t

As the sanctions on Iran that were lifted under the JCPOA come back into effect tollowing the
90-and 180-day wind-down periods, Iranian shipping companies may retum ¢o the use of these
Or othet evasive practices. Financial institutions may see indications of these deceptive shipping
practices in the information contained in international wires, payment requests, and letters of
credit. Documents may also be falsified, and include bills of lading and shipping invoices to
conceal shipping routes, embarkation ports, or shipping agents. Financial institutions may find
maritime databases and reports—such as those generated by the International Maritime Bureau or
other available services—helpful when verifying trade-related documents.® Financial institutions
should be aware of changes regarding the issuing or writing of letters of credit and other trade-
related financial transactions. Financial institutions should report those changes in their SAR
filings if the changes appear to be related to malign activity. In addition, amaong other deceptive
conduct, Iranian vessels may attempt to hide their origin and purpose by potentially fabricating

™

3

21. See hitps:/ frgagury. gov/resourep-cente ctions/Programs/Documens advisorv.pdf. In this
March 31, 2011 advisory, OFAC alerted shippers, importers/exporters, and freight forwarders to practices used by
the Islamic Repubtlic of Iran Shipping Lines (IRISL), which at the time was designated pursuant to E.O. 13382, and
companies acting on its behalf to evade U.5, and intemational econemic sanctions by hiding the invelvement of IRISI,
In shipping transaetions, including (1) using container prefixes registered to another carrier; (2) omitting or listing
invelid, incomplete, ox false container prefixes in shipping container numbers; and/or (3) nanting non-existent ocean
vessels in shipping documents. See Ll LRSI, S0 - mis-teleases/Pageshpl 130 asmx. TRISL
and its affiliates, as well as a large number of vessels in which these entities held an interest, were removed from
OFAC’s SDN List on Tammary 16, 2016 in connection with the JCPOA. No later than November 3, 2018, OFAC will re-
impose, as appropriate, the sanctions that a pplied to persons removed from SDN List and/or other lists maintained by

QEAC on January 16, 2014,
22. See hitpsy/iwww treasy . garesonrce-centerfsanctions/] rograms/Documents/ofar ivisl_advise ry 07192012 0df. In
this July 19, 2012 advisory, OFAC alarted the maritime industry that IRISL operated vessels despite their flags having

been revoked. International sanctions at the ime, and IRISL’s afforts to evade them through deceptive practices, led
to increased vigilance by the matitime industry and prompted an increasing number of countries to revoke or refuse
toissue a flag to vessels in which TRISL or jts affiliates had an intevest, See httpay/

I treasury, gov/press-center/
Tov/prese-conter/prese-releasas il

= jaed/ Pages 11933 aepx,
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vessel registration and flag credentialg at ports of call and canal entrances. Malign Iran-related
actors and sanctioned entities engage in these activities to bypass financial institutions’ SDN filters
so they may evade sanctions. Financial institutions should continue to conduct appropriate due
diligence to ensure they are not directly or indirectly providing services to sanctioned parties.

The Iranian Regime’s lilicit Use of Precious Metals

Iran has previously used precious metals, such as gold, to evade U.S. sanctions and facilitate the
sale of Iranian oil and other goods abroad. In response to these schemes, the United States enacted
sanctions specifically targeting Iran’s trade in precious metals, including section 1245 of the Tran
Freedom and Counter-Proliferation Act of 2012. Ag the United States re-imposes sanctions lifted
under the JCPOA, financial institutions should be aware of prior schemes used by entities with a
nexus to [ran to evade sanctions using gold and other commodities,

Virtual Currency

Since 2013, Iran's use of virtual cutrency includes at least $3.3 million worth of bitcoin-denominated
transactions per year. While the use of virtual currency in Iran is comparatively small, virtual
currency is an emerging payment system that may provide potential avenues for individuals and
entities to evade sanctions, Despite public reports that the CBL has banned domestic financial
institutions from handling decentralized virtual currencies, individuals and businesses in Iran can
still access virtual currency platforms through the Internet. For example, virtual currency can be
accessed through: (1) Iran-located, Internet-based virtual currency exchanges; (2) U.5.- ox other third
country-baged virtual currency exchanges; and (3) peer-to-peer (P2P) exchangers.

Institutions should consider reviewing blockchain ledgers for activity that may originate or
terminate in Iran. Institutions should also be aware that the international virtual currency industry
is highly dyramic; new virtual currency businesses may incorporate or operate in Iran with little
notice or footprint, Further, P2P exchangers—natural or legal persons who offer to buy, sell, or
exchange virtual currency through online sites and in-person meetups —may offer services in Iran.
These P2P exchangers may operate as unregistered foreign MSBs in jurisdictions that prohibit such
businesses; where virtual currency is hard to access, such as Iran; or for the purpose of evading

the prohibitions or restrictions in place against such businesses or virtual currency exchanges and
other similar business in some jurisdictions. Institutions can utilize technology created to monitor
open blockchains and investigate transactions to or from P2P exchange platforms.

Activity of these exchangers may involve wire transactions from many disparate accounts or
locations combined with transfers to or from virtual cutrency exchanges. These transactions may
occur when account holders fund an account or withdraw value from an account, espacially if the
foreign exchanger operates in multiple currencies. :

Financial institutions and virtual currency providers that have BSA and U.S. sanctions obligations
should be aware of and have the appropriate systems to comply with all relevant sanctions
requirenents and AML/CFT obligations. Sanctions requirements may include not only screening

9
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against the SDN List but also appropriate steps to comply with other OFAC-administered sanctions
programs, including those that impoge import and/or export restrictions with regpect to particular
jurisdictions.” Purther, a non-U.S.-based exchanger of virtual currency provider doing substantial
business in the United States is subject to AML/CFT obligations and OFAC jurisdiction.

U.S. individuals and institutions involved in virtual currency should be aware of QFAC's March
2018 Frequently Asked Questions (FAQs) on sanctions issues associated with virtual currencies.”
The FAQs remind U.S. persons that their compliance obligations with respect to transactions are
the same, regardless of whether a transaction is denominated in virtual curtency or not. OFAC also
states as a general matter that U.S. persons and persons otherwise subject to OFAC Jurisdiction,
including fiems subject to OFAC jurisdiction that facilitate or engage in online commerce or process
transactions using “digital currency,” are responsible for ensuring that they de not engage in
unauthorized transactions prohibited by OFAC sanctions, stuch as dealings with blocked persons
Of property, or engaging in prohibited trade or investment-related transactions.”® Prohibited
transactions include transactions that evade or avoid, have the purpose of evading or avoiding,
cause a violation of, or attempt to violate prohibitions imposed by OFAC under various sanctions
authorities. Additionally, persons that provide financial, material, or technological support for or
to a designated person may be designated by OFAC under the relevant sanctions authority.”

Financial Action Task Force's Findings Related to ran’s Anti-Money
Laundering/Combating the Financing of Terrorism Regime

The Financial Action Task Force (FATF) has listed Iran as a jurisdiction with systemic deficiencies
in its AML/CFT regime. Despite Iran’s commitment in June 2016 to an. action plan with the FATF
to address its AML/CFT deficiencies, Iran has failed to complete the majority of its action plan, The
FATF therefore continues to call upon its members and all jurisdicions to advise their financial
institutions to apply enhanced due diligence measures to business relationships and transactions
with natural and legal persons from Iran,

In addition to keeping Iran or its Public Statement, on June 29, 2018, the FATF expressed
disappointment with Iran’s failure to implement its action plan, and it reiterated its concern with
the terrorist financing risk emanating from Iran and the threat this poses to the international
financial system. The FATF noted that Iran “should fully address its remaining action items,
including by (1) adequately criminalising terrorist financing, including by removing the exemption
for designated groups ‘attempting to end foreign occupation, colonialism and racism’ ;(2)
identifying and freezing terrorist assets in line with the relevant United Nations Security Council

26. If a financial institution or virtual curency provider has questions concerning OFAC sanctions, they can either call
OFAC’'s Toll-Free Hotline at 1-800-540-5322, or email OFAC's Feedback Account at QFAC Feedback@treasury.gov.

27. See FAQ) 559 to 563, available at hitps://www tre

28. For the purposes of OFAC sanctions programs, the term “di gital cuxvency” includes digital fiat carrency or sovereign
cryplocumrency, virtual currency (non-fiat), and digital representations of fiat currency.

29. Sea FAQ) 560, available at biipe:
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resolutions; (3) ensuring an adequate and enforceable customer due diligence regime; (4) ensuring
the full independence of the Financial Intelligence Unit and requiring the submission of 5TRs
[Suspicious Transaction Reports] for attempted transactions; (5) demonstrating how authorities
are identifying and sanctioning unlicensed money/value transfer service providers; (6) ratifying
and implementing the Palermo and TF [Terrorist Financing] Conventions and darifying the
capability to provide mutual legal assistance; (7) ensuring that financial instituions verify that
wire transfers contain complete originator and beneficiary informationy; (8) establishing a broader
range of penalties for violations of the ML {Money Laundering) offense; and (2) ensuring adequate
legislation and procedures to provide for confiscation of propetty of corresponding.”* The

FATF will decide upon the Appropriate action in October 2018 if Iran has not by then enacted the
necessary amendments to its AML and CFT laws and ratified the Terrorist Financing and Palermo
Conventions. All available advisories on EATF Plenaries, including previous years, are available at
dlips:www . fncen. gov/resqurces dvisoriesbulletinsfact-sheets/advisories.

Red Flags Related to Decepftive Iranian Activity

The following red flags may help financial institutions identify suspicious activity involving the
schemes discussed above. In applying these red flags, financial institutions are advised that no
single transactional red flag necessarily indicates suspicious activity, and institutions should
ensure that their assessments are in line with theip internal risk profile. Financial institutions
should consider additional indicators and the sarrounding facts and circamstances, such as a
customer’s historical financial activity and the existence of other red flags, before determining
that a transaction is suspicious. Financial institutions should also perform additional inquiries
and investigations where appropriate. Foreign financial institutions may find the information
beneficial for their risk and threat assessments and suspicious transaction reporting requirements.
. The appropriate financial crimes compliance/sanctions compliance within the financial ingtitution
should be apprised of any transactions that are determined to involve Iran.

licit Activity by the CBJ or Its Officials

P Use of Personal Account. The CBI or CBI officials route fransactions to personal accounts
instead of centval bank or government-owned accounts. Individuals or entities with no central
bank or government affiliation withdraw Funds from such accounts,

Unusual Wire Transfers. The CBI engages in multiple wire transfers to banks or financial
W nstitutions that the CBI would not normally engage in, or that are not related to traditional
central bank activity.™ |

30. Gee hittp-ifs A
31. Effective November 5, 2018, foreign financial institutions will be subject to correspondent or payable-through account

sanctions for conducting or facilitating certain sigiuficant financial ransactions with the CBI, pursuant to section 1245
of the National Defense Authorization Act for Fiscal Year 2012 (NDAA).
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Use of Forged Documents, Front companies acting for or on béhalf of designated persons use

W forged documents to conceal the identity of parties involved in the transactions. For example,
as a part of the IRGC-QF's currency exchange network scheme, documents were forged by an
IRGC-QF front company manager to muslead authorities and conceal the frue customers of the
entities involved in the scheme,

Micit Activity through Exchange Houses

W Use of Multiple Exchange Houses, Customers rmay have transactions moving through
multiple exchange houses, adding additional fees and costs as they progress through the

system. The fees, number of transactions, and patterns of transactions are atypical to standard
and customaty commercial practices.

W Multiple Depositors. Account holders that receive deposits—that do not appear to match the
customer’s profile or provided documentation— from numerous individuals and entities,

Use of Procurement Networks

W Shell or Front Companies. Transactions involving companies that originate with, or are directed
to, entities that are shell corporations, general “trading companies”, or comparies that have a
nexus with Iran. For example, a company has an affiliate in Tran or is owned by individuals
known to be loyal to the Iranian regime, and appears to lack a general business purpose. Iran
uses front companies incorporated across the world, including in Asia and Europe. Other
indicators of possible shell companies include opaque ownership structures, individuals/entities
with obscure names that direct the company, or business addresses that are residential or co-
located with other companies.

W Suspicious Declarations. Declarations of information that ate inconsistent with other
information, such as previous transaction histoty or nature of business. Declarations of goods
that are inconsistent with the associated transactional information,

W Unrelated Business. Transactions that are directed to comparies that operate in unrelated
businesses, and which do not seem to comport with the Customer Due Diligence (CDD) and other
customer identification information collected during client onboarding and stubsequent refreshes.

llicit Procurement of Aircraft Parts

Use of Front Companies and Transshipment Hubs to Source Aircraft Parts. Financial

V institutions that facilitate commercial aviation-related financial transactions where the
beneficial ownership of the counterparty is unknown and the delivery destination is a
conumon transshiprent point for onward delivery to Iran. Iran-linked persons have
attempted to soutce U.5.-origin aircraft and related parts from third countries known to be
hubs for maintenance, repair, and overhaul operatons, and then use front comparies located
in third-countries to conceal or obfuscate the ultimate Franian beneficiary of the U.S.-origin
aircraft, parts, and aviation-related materials.

12
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W Misrepresentation of Sanctions. Misrepresenting to suppliers, dealers, brokets, re-insurers,
and other intermediaries that sanctions against Irar have been lifted or are no longer

applicable as a result of the JCPOA, or falsely claiming without suppoerting documentation
that an OFAC license has been obtained.

Iran-Related Shipping Companies’ Access 1o the U.S. Financial System

w Incomplete and Falsified Documentation. Transactions and wire transfers that include bills of
lading with no consignees or involving vessels that have been previously linked to suspicious
financial activities. Documentation, such as bills of lading and shipping invoices, submitted
with wire and payment requests that may appear to be falsified, or with key information
omitted, in an aitempt to hide the Tranian nexus.

W Inconsistent Documentation for Vessels Using Key Ports. Inconsistencies between shipping-
related documents and maritime database entries that are used for conducting due diligence,
For example, the maritime database may indicate that a vessel docked in an Iranian port, even
though this information is not included in the shipping documents submitted to financia]
institutions for payment processing. Major ports in Iran are Bandar Abbas, Assaluyeh, and
Bandar-e Emam Khomenyi, which is also known as Abadan. Port cities on the Gulf include:
Ahvaz, Bushehr, Bandar-e Lengeh, Bandar-e Mahshahr, Chabahar, Kharg Island, and Lavan
Island. Kharg Island and Lavan Island are major oil and gas ports.

Previous Ship Registration to Sanctioned Entities. Vessels whose ownership or operation is

W transferred to another person —following OFAC’s designation of its owner or operator—on
behalf of the designated person, but the designated owner or operator maintains an interest
in the vessel.

Suspicious Fundls Transfers

W Lack of Information Regarding Origin of Funds. Wire fransfers or deposits that do not contain
any information about the source of funds, contain incomplete information about the source of
funds, or do not match the customer’s line of business.

Unusual or Unexplainable Wire Transfers. Multiple, unexplained wire transfers and transfers

W that have no apparent connection to a customer’s profile. For example, individuals may claim
that the unusually high-value wire transfers they receive from one or more foreign countries
are merely funds sent from relatives in Tran, In addition, wire transfers to accounts in the
United States from high-risk jurisdictions that have no apparent connection to the customer’s
line of business.

13
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W Using Funnel Accounts. Third parties from across the United States who deposit funds
into the accounts of U.5.-based individuals with ties to ran.® The deposits and associated
transactions do not match the account holder's normal geographical footprint, and the source
of the funds is unknown or unclear.

W Structuring Transactions. 1.5, persons send or receive money to or from Iran by structuring
the cash portion of the transactions to avoid the eurrency transaction teporting threshold of
$10,000. Individialg returning to the United States from Iran also may make large deposits of
monetary insiruments rather than cash.

institutions should consider conducting additional due diligence on transactions related to
precious metals, particularly in geographic regions in close proximity to Iran (such as Turkey)
that engage in significant gold-related transactions. Additionally, financial institutions may
notice transactions not obviously linked to Itan, but related to the purchase of unusually high
volumes of goid.

Virtual Currency

Logins from Iranian Internet Protocol Addresses or with Iranian Email, Internet Protocol (IF)
W login activity from entities in Iran or using an Iranian email service in order to transact virtual
currencies through a virtual currency exchange. In such cases, financial insttutions may also
be able to provide associated technical details such as IP addresses with time stamps, device
identifiers, and indicators of compromise that can provide helpful information to authorities.®

W Payments tolfrom Iranian Virtual Currency Entity. A customer or correspondent payment to
or from virtual currency exchanges that appear to be operating in Iran,

Peer-to-Peer (P2P) Exchangers. Unexplained transfers into a customer account from multiple
individual customers combined with transfers to or from virtua] currency exchanges. Wire
transfers are nsually associated with funding an account or withdrawing value, especially
with foreign exchanges that may operate in multiple currencies.

32. Funnel account activity often involves a customer structuring carrency deposits into an account in one geographic
area, with the funds subsequently withdrawn in a different geographic region with little time elapsing between
deposit and withdrawal. The rapid flow of funds may also span a large geographic area between the deposits and
withdrawals, including instances where the deposit location is thousands of miles away from the withdrawal location.
In some ingtances, these disparate deposits have been consolidated into a single account and withdrawn from the
consolidated account. The currency deposits and withdrawals often have no apparent lawful or business purpose
and do net reflect the stated occupation of the account holder.. For a detailed description of funnel accounts,

sop http,s;{gwwm.ﬁmggmﬁgm- urceg/advisori - i 012-@ 5 and
yiwww fince ; ispries/fincen-advisory#in-2014-a005.

33. See Question #1 in “FAQs regarding the Reporting Cyber-Events, Cyber-Enabled Crime, and Cyber-Related

Information through SARs” {October 2016} as well as “Advisory to Financizl Institations on Cyber-Eventis and Cyber-
Enabled Crime,” available at: hitps://www fince; rav/sitesidefaplt 6 O C ihreats 508 FINAL,
EDFE and hitps/fwarw. fincen gov/sites/defaul dvi
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......

FinCEN expects that Iranjan financial institutions, the Iranian regime, and its officials will increase
their efforts to evade U.S. sanctions to fund malign activities and secure hard currency for the
Government of Iran, following the re-imposition of sanctions lifted under the JCPOA. Treasury
and the U.8. Governmment are interested in information related to Iran's efforts outlined in this
advigory, as well as information pertaining to how Iran or Iranian entities subject to sanctions,
including the CBI, otherwise evade the sanctions and access the U.S. financial system.

This advisory does not describe all of the methods the: Government of Iran may wuse to gain access
to the U5, financial system or evade sanctions, such as using funnel accounts or informal value
transfer systems (IVT5).* FinCEN encourages financial institutions to review past advisories
relating to Iran, including FinCEN Advisory FIN-2018-A004 “Advisory on the FATF-Identified
Jurisdictions with AML/CFT Deficiencies” (September 2018),% FinCEN Advisory FIN-2010-A008
“Update on the Continuing [ilicit Finance Threat Emanating from Iran” (June 2010),% FinCEN
Advisory FIN-2008-A002 “Guidance to Financial Institations on the Continuing Money Laundering
Threat Involving Ilicit Iranian Activity” (March 2008),%” and FinCEN Advisory FIN-2007-A001
“Guidance to Financial Institutions on the Increasing Money Laundering Threat Involving flicit
Iranian Activity” (October 2007).%

H R

34. The term Informal Vatue Transfer System (IVTS), as originally stated in the March 2003 “IVTS Advisory,” vefers
to any system, mechanism, or network of people that receives money for the purpose of making the funds or an
equivalent value payable to 2 third party in another geagraphic Jocation, whether or not in the same form. See
s/ fwwrw fing sites/defauitHles/shared/advi .
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TR

t‘gyi;’ff ;’m‘

40. See, e.g,, B.O. 13224 and the Global Terrorism Sanctions Regulations, 31 CFR Part 594,
of Mass Destruction Proliferators Sanctions Regulations; and E.O. 13
Sanctions Regulations, 31 CFR Part 562.

E.O, 13382 and the Weapons
553 and the Iranian Human Rights Abuses
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Reminder of Regulatory Obligations for
U.S. Financial Institutions

R

;: 9

41. See 31 CFR § 1010.620(a-b). The definition of “covered financial imstitution” is found in 31 CFR § 1010.605(e). The
definition of “private banding account” is found in 31 CFR § 1010.605(m). The definition of “non-U.S. person” is
found in 31 CFR § 1010.605(h),

42. See 31 CFR § 1010.230 (describing beneficial ownership requirements for legal entity customers),
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money laundering program requirements).

regarding anti-

4. See 31 CFR § 1060,300(a).

31 CFR § 1010.210 (

43. Ses

0, and 1030.320

0, 1026.320, 102%.32

1025.32

!

1022.32

0, 1021.320,

45. See generally 31 CFR §5 1020.32

0, 1023.320, 1024.320
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For Further information

Additional questions or comments regarding the contents of this advisory should be addressed to
the FinCEN Resource Center at FRC®(incen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days
aweek, 24 hours a day). The purpose of the hoiline is to expedite the delivery of this information
to law enforcement. Financial institutions should immediately report any imminent threat to local-
area law enforcement officials. '

Financial institutions or virtual currency providers having questions concerning OFAC sanctions
should either call OFAC’s Toll-Free Hotline at 1-800-540-6322, or email OFAC’s Feedback Account
at QF 2erc] EOV.
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NAPAPTHMA VI

. EMxaipoTroinon g Vo[oBeolag Bwpdxiong yia T OMPIEN TG Fupgwviag pe 1o lpdv yix ra
. TIURNVIKG :

Kabdyg ong 7 Avyodorou 2018 GpXI0e va 1ox0er R TpWTN SioPn KUPWOLWY Twy HIA oy
cmBAfilnkay ¢k véou kard Tou Ipdy, TEBNKe TropdAAnAa o 10%0 EMIKQIPOTTOINPEVT) VONOBEDiG
Bwpdxiong ¢ EE, olrwg moTe ve HETPIAOTOUY 01 EMMTAOCEIS TWY £v ASYD) KUpWOEWY yia T
CUHPEROVTIG "TWV  EUpUNTCIKGY EMXZIDNOEWY TIOu  aoxoby vépipeg EMXEIPNUATIKES
SpaoTpSTTEG OTO IpdY. '

H emikaiporoinuévy vopuodeoia Bupdriong aroteAs Hépog TNG oTripiEng Tou TapeXer N Eupwiraiis
Bvwan yia ™ ouvéxion MG TANPOUS KO aToTeAeopankie EQApLoYrS Tou Koivoy OAokAnpwpévou
Zxediou Apdong (KOZA), OnAdI} e ouppwviag pe 1o lpdv yia Yo Trupnvikd, HETAEU AMWY LETW Tng
oTPIENS Tou epTopiow kar Twv CIKOVOUIKWY OxXfoswy peTafy M EE kot tou ipdv, o oTroigg
ebopaidvenkav uerd Ty Gpom TWV KuptoewyY ¢ amotéAsoua rou KOZA,

H diadikaoia emkaipoTaineng ™G vopobeaiag Gwpdmang KIVABNKE omd v EmiTpot omic 6 fouviou
2018, xou ouvicTaTai oV wpoabrixn, ato medie spapuoyric MG OXETKAG vopoBemikng mpadne, Ty
ESWEBOPIKIV KUPWOEWY Tig otroleg emBaMouv ek véou of HIMA oro lpdv. AkoAotfnoe TEPicdog
EAEyXou BUo prviiv a6 To EupwiTaiké KovoBodAmw ko 1o ZupuBouhio. Kabtbe Bev BiaruTrdenke kopia
avTipprian, N emkaipeTTeingn OnpooIEUonKke Kol TEBNKE ot XY oI5 7 AuyotaTtou 2018.

H vopoBeoia Bwpdkione ETNTPETTE] OTQUG OIKOVOLIKOUS (popeic ¢ EE va amodnmidvovtar, ammé o
TRdoWITa Tou 1§ TRoKaAcly, yia nplieg Trou TRoKUTTTOUY oo eEwedapikes KUPWOEIC Trou EUTTITIOUY
OT0 Tedio eqapuoyris TS Ko OKUPWVEL 10 AToTeAéouaTa otv EE Ttwv aAhobarmiv Bikaonkdy
amogdgewy Tou Baoilovial o QUTES TG KupWosrg. Eriong, OTTOYOPEUEl & QPUOIKG KAl VOIKA
Tpéowrra g EE va guppopetvovral HE TIg £V ABYL) KUPWOEIE, SKTOC £dv MBouv ko’ efaipeon GBaa
amd my Emrpoth, oc Trepittwon trou N HN GUPPORYWAN Toug BAGTTE ooBapd Ta CULGEPOVTE Toug
1 70 GupQEpavTa TN Eveang.

Mo va umoommpixBouv ol OIkOvopIkol @opeic g EE kard v epappoyri g ENKOPOTI iR uévng

vopoleaing Swpakiong, n Emirpor £édwae EMEENYNUAHKG _onueiwun yid va BigukoAdve ThY
KUTAVONOT TWY OXETIKWY YOLIKGY TPAEEWY,

Eva umodaiyug  efval oTn DiGBEon TWY OIKOVORIKIY @Opéwy mg EE mou Bewpolv ém n n
OULHOPQWON ME TN OXETIKE efwedapiky vopoBeoia Tou EuTiTTEl OTO TEdio EQApUOYRC mng
vopobeoiag SwpdKione Ba €0y gofupt ta cuugépovra ToUS ) Ta gupgipovia Tng Evwone,
TPOKEIHEVOU Y& Toug PonBrice v TTROETOIMICTOGY Kot vl uTreBahouy afmon yie T xXopriynen ddeiag.
H Suvatéryra urroBoArig afmong yia GO TPOBAETETON tug eEaipean oTov xavoviopsé (EK)
apIf. 2271/98, xwpic auré va Stywroupysi aropIké Sikaiwua via Tov armodva GO0V agopd T Xopliynon
Goetac. H Emmpotrr Ba afiohoyel kdbe it Kol Ba xopnyel oYov QIrotvia CUVOTTTIKA aumiohoynuévy
urrépaon. Onarmioeg 8a agioAayolvion Bdoe CUMPWVNHEVWY KpInpiwy, ta oTroia Triong exdG0nKay
ong 7 Auyolorou 2018,

EmnrAéov, o1 oikovopikol gopels g EE 8a Tpémel v Aapfévouv utrown 61 Bev Oo TPETTEl vt
xXpnoiperroiady TN Gadikaoio  adeioboTnong STDDKOVTAG T Siaromwan  armd v Emmporr
«dnAwoewy Tpodécewys I Bepoiwone én o) EMXEIPNUATIKES TOUC aMMOPAUEls auvddouy e
vopoBeaia Bwpdkiang.




Z1n oeNido auth Ba fpefre T OXETKG £yypaga Trou OxerigovTal pe ™ vopeBooia Bwpdriong: o
KAVOVIGLGG, 6Trug ekbOBnKe T 1998, of VOUIKES TTRGELIS 1TOU TEBNKaV ot 1oX0 oTig 7 Auyodorou 2018
(eKreAeatikdg kavoviopag e Emzpomiic kal xar eSouotoddTnon Tpatn Yia Trv £mKaipotroinon mg
vopoBeoiag Bwpdkiong), To ETEENYNUOTIKG onueinpa Trou Bg oag Bonbrioel va karavoricers KaAdTEDG
QUTES TS BIaTaEels, KaBGC Kar UTTOBENYLT Via ™ eRETaon kai v UmoBoAr Txov altens via
kar' e§aipeon xopfiynon dbeag amé v Emtpont via CUMPOPRWOT TIpog TN OXETIKN Gwedagiki
vouoBeoia Trou euTrirTEr gTo Trebio EQapUOYNS MG vouoBesiag Swpdriong, og TEPITTWOT TToU 1 N
OUHLOppWoTn Bo £Bive cofapd Ta GUHPLPOVTA Gag 1] Ta CUpgEpovTa g ‘Evieonsg.

Kardhoyog syypdpuy
> Kavoviou6e (EK) apiB. 2271196 you fupBouliou, Fnc 2205 Nozpfpiou_1996, yig mv
TpooTaciy amé T1¢ guvegiee me eSweSagikhic £PAPHOVAG opigutvisy YOuWY
httgs:[[eur~!ﬁx.eumoa.euﬂeqal—coniem:/EL[T 2T Rufi=CELEX:01906R2271 -20140220 (EL)

» Kar £ovojoddron Kavovigpde (EE) 2018/1100 ¢ ENITPONHE, mc 6.6.2018 yig THV
IPOITOTOingn_Tou ITApQNTARATOG paf (EK) ap U X

OT0C TOU KOVOVITHOI] apif. 2271/86 1ou Tyufouriou

me 22ac Nosufpiou 1996, via tnv TROOTaUIn ard YIS FUVETTEIEC ThC sgwsﬁugmﬂg

EQUPPOYIG OPITHEVWY VOUWY Trou BecmioTnkay ad yia Teir WO, KO TaV UETOmY

oV Bagifovron ot aurolc SHOPPLOYV AT auTalc

hittps:/feur-lex. europa.sy/legal-contenyEL/ TXT/2uri=CEL EX:3201 8R1 100 (EL)

> EKTEAsOTIKGS Kavovigube (EE) 2018/4101 e Emivpomic via yov KaGopioud Twv
KpITnplwy EQapuovie Tou Jsdrepoy £00 @OV Tou apdpov & Toy kavoviouou (EK) api8.
2271/96 tou £uuBouliou, g 22qc Nogufipiou 1996, via Thv_mpootacia and TIG
TTEIEC TRC efweBuikic EQapUo OPITUEVIV VORWY 110U BEaTIioThKGY oTd Hie
TOITN YEOPQ, KU TWV UETDWY Trou Bagitovia o aurele i amoppiouy amé auTol¢
:32018R1101 (EL)

> Ewaggyggunm O UEfc; Epwrijoeic ko uITavInoRc: gy KPIOH TNE EMXaipowoinong
g vopoBigiag Bwpdkione

https://@ur—lex.europa.eu/leqal»content/EL/TXT/’?uri=CELEX:5201 8XCO807(01) (EL)

> Ywobewvua amfioswy xoprivnone aSsiiv Béos Tou GpBpou 5 Selvepo £3GMI0 Tou
kavoviarod (EK) apid, 2271/96 tou Supfouliou. via IV_ApodTagio ammd mic cuvirreis

1NS eSWEBaQIKAL EPADUOVHC OPITHEVAIV vopwY 1o egridnkav amwg wd Tpfn yopa,
Ka TWv YETPWY T¥ou Bagifovial g’ auToug i aITOPPLoUV aTrd auTelc (o KKQVOVITUdCs)

inyiy: ioTooeAida Bupwraiksic ETITpOTThic:

. hup:/fec.europa.euw/das/fipl/what-we-do blocking statute en.him



NAPAPTHMA V

02/11/2018

We deeply regret the further re-imposition of sanctions by the United States, due to the
latter's withdrawal from the Joint Comprehensive Plan of Action (JCPoA).

The JCPoA is a key element of the global nuclear non-proliferation architecture and of
muhtilateral diplomacy, endorseq unanimously by the UN Security Gouncil through Resolution
2231. It is crucial for the security of Europe, the region, and the entire worid.

The JCPoA is working and delivering on its goal. The International Atomie Energy Agency
(IAEA} has confirmed in twelve consecutive reports that Iran is abiding by its commitments
under the Agreement.

We expect Iran to gontinue implementing all its nucjear commitments in full, as set out by the
JCPoA.

The JCPoA also provides for the lifting of international sanctlions in order to have g positive
impact on trade and economic relations with Iran, but most importantly on the lives of the
Iranian people.

It is our aim to protect European econdmic operators engaged in legitimate business with
Iran, in accordance with EU law and with UN Security Council resolution 2231,

As parties to the JCPoA, we have committed to work on, inter afia, the preservation and
maintenance of effective financial channels with Iran, and the continuation of Iran’s export of
ol and gas. On thess, as on other topics, ‘our work continues, including with Russia and
- China as participants to the JCPoA and with third countries interested in supporting the

JCPoA. These efforts have been intensified in recent weeks, particularly those underpinning
the European initiative to establish a Special Purpose Vehicle on which we are proceeding
with work to set up. This will enable continued sanctions fifing to reach iran and allow for
European expotters and importers to pursue legitimate trade,

Further work must be done to assist and reassure economic operators pursuing legitimate
business under EU law. Qur Finance Ministers will further pursue this at their next meeting.
Our eollestive resalve to complete this work is unwavering.

Wa remain committed to implementing the JCPoA a&s a matter of respecting international
agreements and of our shared internationzal security, and expect Iran to play a constructive
role in this regard. '



